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Method and device for ensuring the operating state of 
a mobile electronic terminal device 

The present invention relates to a method and a device for ensuring the operating state of an 
electronic device when connecting or disconnecting removable storage media. It also relates to 
removing storage media from an electronic device without the need to power down the device or 
perform an eject procedure, especially in combination with read-only (ROM) media, while 
providing protection against software failures that may occur upon removal of the storage 
medium. The invention particularly relates to the removal of memory cards from mobile 
electronic terminal devices. 

In the use of removable storage media with computer systems, there has always been the 
necessity to transparently handle the removal of a medium from a running system. It could cause 
severe problems if some program funning on the system was still trying to access data stored on 
the medium after it has been removed. This in turn could lead to the program or even the 
complete operation system crashing. If a program is run directly from the medium, it is common 
to load portions of the program into the main memory of the computer, while loading needed 
additional portions off the medium only when necessary. In such a configuration the running 
program will very probably crash or at least behave incorrectly after unclean removal of the 
respective storage medium. 

To prevent such events when using electronic devices, certain techniques have been formerly 
used. As with floppy disks and the like, which typically use a purely mechanical release 
mechanism, the use of LEDs indicating read/write activity has been common. While this may 
prevent data loss, it cannot provide protection of unexpected accesses to a removed medium, 
which can still cause severe problems in the stability of the operation system. 



Storage media like CD/DVD-ROM and the like usually have an electrically driven tray. It is 
relatively easy to lock this tray while the medium is still in use. Only after the medium has-been 
cleanly logged off the system, the tray may be opened to remove it. The risk of crashes is thus 
eliminated. This is a satisfactory but inconvenient solution for such hardware configurations. 

The above mentioned media or the corresponding reader device could be damaged or even 
destroyed (file system corruption) when being improperly removed. Thus the formerly known 
solutions to prevent that, only aim at protecting the hardware, while not taking care of software 
or system crashes because of a medium that cannot be accessed anymore. 

With devices such as USB storage sticks and the like, the so-called "hot-swapping" capability, 
i.e. the possibility of removing or inserting a medium while the corresponding device is active, is 
a common feature. Especially in combination with the hot-swap capability it is inconvenient for 
the user not to be able to remove a medium without the need to care for the software stability of 
his electronic device. 

US 6,405,362 Bl discloses a system and method for automatic installation of a piece of software 
or software program and releasing resources used by the software stored on a compact flash 
memory card, upon insertion into or removal from a computer system, respectively. A so-called 
autorun program is stored on the card, which is called upon insertion to install the specific 
software, and called again using a clean-up parameter to release the resources used by the 
software upon removal. This method relies on a so-called event monitor, which detects insertion 
or removal of the card, and searches for and starts the autorun program if a card is inserted or 
removed. Therefore the autorun program has to be contained in specific directories on every 
memory card. 

Especially portable electronic terminal devices with their usually restricted amount of memory 
strongly rely on removable storage media. Also the reduced size usually does not allow to have a 
mechanical or even electrical eject mechanism. Examples for such devices are mobile phones, 
mobile gaming consoles, portable music or video players and the like. Being forced to power 
down the device prior to a change of the memory card or using a special eject procedure causes 



inconveniences for the user. Software crashes resulting from hot-swapping of a memory card are 
even more annoying. 

Thus it is clear that there is a need for transparently handling insertion or connection and 
particularly removal or disconnection of removable storage media, i.e. a method and a device 
maintaining the operating state of the software environment of an electronic device, while at the 
same time not requiring the user to perform inconvenient additional steps prior to removal of a 
medium. 

It is therefore an object of the present invention to provide a method and a device for hot- 
swapping of removable storage media in electronic devices, while ensuring the operating state of 
the electronic device. 

According to a first aspect of the present invention a method for ensuring the operating state of a 
mobile electronic terminal device is provided. The mobile electronic terminal device comprises 
an interface for connecting with a removable storage medium and contains a directory of 
programs essential for the operation of the mobile electronic terminal device. The method 
comprises the steps of detecting if the status of the interface has changed, comparing programs 
currently running on the mobile electronic terminal device with programs contained in the 
directory of the essential programs, and terminating all currently running programs which are not 
contained in the directory of the essential programs. By terminating all programs not strictly 
essential for the functionality of the device it is prevented that those programs will behave 
incorrectly or even cause software crashes upon disconnection of a storage medium like a 
memory card. Especially programs running from a memory card are likely to cause problems 
when trying to access a removed card. Hence, it is advantageous to terminate all programs not 
necessary for important functions of the device. This will ensure the operating state of the device 
by keeping only those programs running that will behave correctly even if a memory card is 
unexpectedly removed. Also it is thus possible to provide a clean and predefined state of the 
device prior to insertion of another card. Using a directory to indicate which programs are 
essential offers great flexibility in deciding which programs are to be kept running. 



It is preferred, that a status change of the interface indicates that a removable storage medium has 
b?e^ to decide which further steps are appropriate 

according to the kind of status change. 

It is preferred, that a status change of the interface indicates that a removable storage medium has 
been disconnected from the interface. This allows to decide which further steps are appropriate 
according to the kind of status change. 

It is preferred, that the step of detecting, if the status of the interface has changed, is followed by 
determining which programs currently running on the mobile electronic terminal device are 
independent of data stored on the removable storage medium, and adding the independent 
programs to the directory of the essential programs. Running programs that are independent can 
so be kept running. 

It is preferred, that the mobile electronic terminal device contains a restart directory. Further 
steps to be performed are determining which of the programs that are not contained in the 
directory of essential programs are restartable without accessing the removable storage medium. 
Those restartable programs are added to the restart directory. This allows to restart those 
programs. 

It is preferred, that all programs in the restart directory are restarted. The same programs that 
were running before performing the method will thus be also running thereafter, to improve 
comfort for the user. 

It is preferred, that the interface is queried to detect if the status of the interface has changed. 
Therefore no changes have to be made to a corresponding memory card. 

It is preferred, that the querying is constantly repeated every n seconds. So the time interval for 
querying can be adjusted to the specific needs. 
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It is preferred, that the querying is paused when the mobile electronic terminal device is in a 
power saving state. As querying consumes processing power and thus adds to the total power 
consumption of the device, querying should be interrupted during sleep cycles. 

5 It is preferred, that a signal is received to detect if the status of the interface has changed. This 
allows to use an external trigger mechanism to signal a status change of the interface. For 
example a hardware intemipt e.g. triggered by a lid mechanism for a memory card can be used 
for this. Or the memory card controller may serve to generate an interrupt upon a status change. 
If such an intemipt is utilized for detection, it may replace the aforementioned polling 
10 mechanism, as it will not be necessary then. 

According to a second aspect of the invention a software tool is provided, comprising program 
code means stored on a computer readable medium for carrying out the inventive method when 
the software tool is run on a computer or network device. 

15 

According to a third aspect of the invention a computer program product is provided, comprising 
program code means stored on a computer readable medium for carrying out the inventive 
method when the program product is run on a computer or network device. 

20 According to a fourth aspect of the invention a computer program product comprising program 
code, downloadable from a server for carrying out the inventive method when the program 
product is run on a computer or network device. 

According to a fifth aspect of the invention a computer data signal embodied in a carrier wave 
25 and representing a program that instructs a computer to perform the steps of the method of 
anyone of the preceding method claims. 

According to a sixth aspect of the present invention a mobile electronic terminal device is 
provided. The device comprises an interface component for connecting with a removable storage 
30 medium, a data processing component, and a storage component. The storage component is 
adapted to store directories of programs, and the interface component is adapted to enable the 
data processing component to access the removable storage medium. The storage component 



comprises a directory of programs essential for the operation of the mobile electronic terminal 
device, and the data processing eomp a comparing 

component and a terminating component. The detecting component is adapted to detect status 
changes of the interface component, the comparing component is adapted to compare programs 
currently running on the mobile electronic terminal device with programs contained in the 
directory of the essential programs, and the terminating component is adapted to terminate 
programs currently running on the mobile electronic terminal device that are not contained in the 
directory of essential programs. Such a device offers the possibility to terminate all programs not 
strictly essential for the functionality of the device. Thus it is prevented that those programs will 
behave incorrectly or even cause software crashes upon disconnection of a storage medium like a 
memory card. As especially programs running from a memory card are likely to cause problems 
when trying to access a removed card it is advantageous to terminate all programs not necessary 
for important functions of the device. This will ensure the operating state of the device by 
keeping only those programs running that will behave correctly even if a memory card is 
unexpectedly removed. Using a directory to indicate which programs are essential offers great 
flexibility to the manufacturer in deciding which programs are to be kept running depending on 
the kind of device and the programs provided by the device. 

It is preferred that the inventive device further comprises a determining component and an 
adding component. The determining component is adapted to determine, which programs are 
independent of accessing the removable storage medium, and the adding component is adapted to 
add the independent programs to the directory of essential programs. This allows to prevent 
programs to be terminated that will not pose problems after a memory card has been removed. 
Such programs that are run from e memory card, but are loaded completely into the main 
memory of the device, will then be able to run until the device is powered down. 

It is preferred that the determining component is adapted to determine which currently running 
programs that are not contained in the directory of essential programs can be restarted without 
accessing the removable storage medium, that the adding component is adapted to generate a 
directory containing the programs that can be restarted, and that the terminating component is 
adapted to restart the programs contained in the directory of programs that can be restarted. This 



allows to restart certain programs that will be terminated, to improve comfort for the user who is 
not required to restart them manually. 

It is preferred that the interface component further comprises a trigger component adapted to 
generate a signal when the status of the interface component changes. That way no continuous 
querying of the interface status is necessary. Such a trigger component may be a switch located 
on a lid of the memory card slot, or it may be part of the memory card controller. 

It is preferred that the signal indicates that a removable storage medium has been connected with 
the interface. Thus the device is enabled to take appropriate steps depending on that event. 

It is preferred that the signal indicates that a removable storage medium has been disconnected 
from the interface. Thus the device is enabled to take appropriate steps depending on that event. 

It is preferred that the interface component comprises a status indicator adapted to indicate read 
or write accesses to the removable storage medium. Indicating read and particularly write 
accesses can help a user to determine when it is best to remove a memory card or wait until 
accesses have been finished. 

It is preferred that the mobile electronic terminal device is a mobile phone. Especially the 
operation of mobile phones can be very important for the user. 

It is preferred that the mobile electronic terminal device is a gaming console. Since changing a 
memory card will occur more frequently with such devices, the present invention is particularly 
useful here. 

With the above methods and devices according to the invention the technical consequences of 
removal of media components can be minimized thereby maintaining the operating state of the 
mobile device as much untroubled as possible. 

Fig. 1 shows a flow diagram of a method according to an embodiment of the present invention; 



Fig. 2 shows a flow diagram of a method according to a preferred embodiment of the present 
invention; 



Fig. 3 shows another illustration of a method according to a preferred embodiment of the present 
invention; 

Fig. 4 shows a schematic illustration of a device according to an embodiment of the present 
invention; and 

Fig. 5 shows a schematic illustration of a device according to a preferred embodiment of the 
present invention. 

While in the following description the term "memory card" will be used, it should be understood 
that such memory cards are but typical examples of removable storage media. Also there exists a 
number of different types of memory cards, like multi media" cards (MMC), compact flash (CF) 
and secure digital (SD) memory cards. The invention is not restricted to a use of so-called 
memory cards or a specific type of memory card, but may be used with all kinds of removable 
storage media. Further, while the following description will be focused to examples of mobile 
phones and mobile gaming consoles (i.e. mobile electronic terminal devices), it should be 
understood that the invention is not restricted thereto, but may be used with all electronic devices 
utilizing removable storage media. The present invention is especially aimed at read-only (ROM) 
memory cards, as those can be removed at any time without the risk of file system corruption or 
the like. That advantage would be eliminated if additional eject procedures had to be performed 
prior to removal. Depending on the hardware implementation read-write memory cards may still 
require certain eject procedures to avoid damaging them, or at least the user would have to wait 
until write accesses are finished, before he could remove the card. 

In the present invention programs running on the electronic device are separated into two main 
categories. The category referred to as "essential programs" contains only programs that are 
programs essential for the operation of the electronic device, i.e. such that are performing 
essential device functions. In the case of mobile phones, examples for such programs may be an 
SMS application, an auto-lock program (engaging the key-lock after a period without user 



interaction), a Screensaver, the phone application (responsible for handling calls) and of course 
the central system application or operating system itself (responsible for display light etc.), i.e. all 
applications running on the electronic device that are required for proper operation of the device. 
In a simple case these may be all programs that can be run on the device without an additional 
storage medium, also referred to as "built-in programs". The essential programs may also exclude 
some built-in applications not strictly necessary for normal operation, like a WAP browser, a 
multimedia player or the like. 

The second category will be referred to as "non-essential programs". In a simple case these 
include any applications not built-in, in other words applications that are loaded from a 
removable storage medium. But this category may also include the above mentioned built-in 
programs that are not necessary for the basic functionality of the device. 

The non-essential programs are such programs that may be terminated without affecting the 
functionality or operation of the electronic device, whereas the essential programs provide 
required functionality and must therefore be kept running. For example, if the electronic device is 
a mobile phone, programs like games, a stop-watch, a calendar or a data bank and almost all 
programs running from an external memory card will belong to the non-essential programs. 

The method of the present invention is particularly useful when applied to mobile gaming 
consoles similar to the Nokia® N-Gage. As each game usually resides on its own memory card, 
changing these cards will occur more frequently in such electronic devices than in mobile phones 
or the like. An advantage of the present invention is that it also provides a clean environment 
after a memory card has been removed, so that another game started from another card is 
presented a clean system. Since the processing performance and main memory of such mobile 
gaming consoles are still rather restricted, it is important not to waste resources like internal 
memory capacity and processing power. With the inventive method the game can utilize the full 
performance of the device to give the best gaming experience to the user. After removal of a 
memory card all non-essential programs are terminated, so that no system resources are wasted. 
Another advantage is, that for the next memory card not only a clean system, but also a 
predefined software environment with only a few known programs running can be provided, as 
there will usually only be programs running that are built-in and are thus well known to the 



, 10 

manufacturer of the electronic device. This will effectively prevent possible software conflicts 
and facilitate the development of games. 

In fig. 1 an operation cycle according to an embodiment of the present invention is illustrated. It 
is assumed that an electronic device is activated, and a memory card is connected with the 
device, and there is a number of programs currently running on the device. In step 102 it is 
determined if the memory card has been removed. If not, the cycle returns to start and continues 
until a removal occurs. If a removal has been detected, in step 108 the currently running 
programs are compared with the programs in the essential programs directory. Subsequent to that 
all non-essential programs are terminated (step 110), and the cycle ends. A common way will be 
to build a directory of currently running programs when needed, to compare that directory with 
the essential programs directory. While using directories is a straightforward and easy to 
implement way (if not already implemented in the device), there may be situations in which a 
"step by step" method could be better adapted. That would mean to check every running program 
one by one against the essential programs, and terminate it, if it is no essential program. The 
electronic device has now reached a clean status, only essential programs are running on the 
device, and no programs that will try to access the removed memory card. 

In fig. 2 a preferred embodiment of the present invention is shown. Subsequent to step 102 as in 
fig. 1 it is determined, in step 104, which currently programs are independent of the storage 
medium. Independent means, that they do not depend on accessing the memory card, to load 
additional program code for example. Thus such programs will be able to keep running without 
the card being connected. These independent programs are added to the essential programs 
directory (step 106). The cycle is then continued with steps 108 and 1 10 as depicted in fig. 1. 

In fig. 3 an embodiment of the inventive method is shown schematically. Here it is assumed that 
there are a couple of programs currently running on an electronic device, in the depicted example 
of fig. 3 call handling or phone application, SMS, phonebook applications, a WAP browser, a 
game and a media player. Upon removal of a memory card from the electronic device the 
illustrated procedure is performed. A directory of currently running programs is compared with a 
directory of essential programs stored in the device. By performing this step the directory of 
running programs is separated into the two sections designated as "essential programs" and "non- 
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essential programs". The essential programs are kept ninning, whereas all non-essential programs 
are terminated. Thus the state of the electronic device after performing the inventive procedure-is 
such that all programs corresponding to essential device functions are still running, while all non- 
essential programs have been terminated. System resources, mainly main memory but also CPU 
processing time, have been released. The system is in a clean and predefined state now. 

Using the example embodiment of the invention shown in fig. 3 an additional possible feature of 
the invention may be described. In fig. 3 there are 3 non-essential programs running, that is WAP 
browser, game and media player. The WAP browser will in most cases be a built-in functionality 
of the electronic device. The game program will usually be run from an inserted memory card. A 
media player may either be built-in or run from the memory card. In another possible 
embodiment of the invention an additional category of programs is used. That is, programs that 
are not essential for the main functionality of the electronic device, but are, however, built-in into 
the electronic device. It may be advantageous to restart such programs after the removal 
procedure has been completed, to improve comfort for the user, such programs could be the 
WAP browser and possibly the media player. This may prevent failures of such programs if they 
are still trying to access files stored on the already removed memory card. Because they will be 
restarted afterwards, though, the user will not be confused about programs that have been 
terminated he expects to be still running. 

In fig. 4 a device in accordance with the inventionis schematically illustrated. The inventive 
mobile electronic terminal device 20 comprises an interface component 4, a data processing 
component 6 and a storage component 8, wherein all these components are connected. The 
interface component 4 is adapted to connect to a memory card 2. Such an interface component 
will usually be some kind of slot for receiving a memory card. It may additionally be equipped 
with a lid covering the slot and thus the card. The storage component 8 contains a directory 14 of 
programs essential for the operation of the electronic device. The data processing component 6 
comprises a determining component 10, a comparing component 12 and a terminating 
component 16. The determining component 10 serves to detect changes of the status of the 
interface component 4, i.e. if a memory card 2 has been connected or disconnected. That can for 
example be performed by comparing a previous state with the current state. A simple method to 
achieve that would be to regularly query or poll the interface component, e.g. try to read a certain 
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register of a memory card. If no card is connected, the register is unreadable, and upon insertion 
Of a memory card it becomes readable, or vice versa in case a memory card is disconnected. Or a 
signal from a trigger mechanism (not shown) can be received to detect status changes. The 
comparing component 12 is able to compare programs in the directory 14 of essential programs 
with the programs that are currently running on the electronic device. Thus it can determine those 
programs that are non-essential, to enable the terminating component 16 to terminate non- 
essential programs. 

In fig. 5 a preferred embodiment of an inventive device is shown. The device contains the 
components already described together with fig. 1, and additional components that are optional in 
embodiments of the invention. The interface component 4 may be equipped with a trigger 
component 18, for example incorporated into a lid of the memory card slot. The trigger 
component generates a corresponding signal, when a memory card 2 is either connected to or 
disconnected from the interface component 4. The inventive device may comprise further 
optional components: a status indicator 22 for indicating read/write accesses to the memory card 
2, a determining component 26 and an adding component 24. The status indicator 22 can be a 
simple LED or a signal generator enabling the electronic device to display read/write activity, in 
case of a mobile phone on its display for example. Using a status indicator, especially for 
indicating write accesses, offers the possibility to encourage the user not to remove a memory 
card when a write access takes place. Such behavior will help to avoid file system corruption 
caused by interrupted write accesses. The determining component 26 serves to determine, which 
programs currently running do not depend on access to the memory card, thereby enabling the 
adding component 24 to add those programs to the directory 14 of essential programs. Thus they 
can be kept running. These can be programs that were run from the memory card, but are now 
independent of the card, i.e. because they were loaded completely into the main memory of the 
electronic device. The adding component 24 adds such programs to the essential programs 
directory 14, i.e. it is adapted to write into the directory stored in the storage component 8. Thus 
it can be prevented that programs that are independent of the memory card 2 will be also 
terminated. On the one hand this means improved comfort for the user, while on the other hand it 
keeps resources of the electronic device occupied. The determining component 26 can further 
serve to determine, which currently running programs, that are not in the essential programs 
directory 14, can be restarted without accessing the memory card. Such programs, though maybe 



accessing data oh the merhoiy card, can be restarted even after the memory card has been 
removed » b y Ioadin S their program code from an internal storage of the electronic device, a ROM 
for example. Restarting them gives additional comfort to the user, because such programs will be 
running after the inventive procedure has been completed. Restartable programs can of course 
only be built-in programs. In an embodiment utilizing this restart feature, the terminating 
component 16 is adapted not only to terminate non-essential, but also to restart the restartable 
programs. 

The required detection of a status change of the interface to the memory card, i.e. insertion or 
removal of a particular card, may be achieved in different ways. A straightforward approach 
would be to regularly query or poll the card. That could be done by reading a certain register 
being present on the card, or a card-specific ID, and notifying if the content of the register or the 
card ID changes or is not accessible anymore, because the card has been removed. Insertion can 
be detected analogously. The time interval for polling the card status may be adjusted for 
satisfying both usability and minimized resource utilization. On the one hand the polling cycle 
has to be as short as to prevent read/write accesses to the memory card after it has been removed, 
to provide maximum software stability. On the other hand it is desirable to keep the cycle as long 
as possible, to minimize power consumption and utilization of processing time of the CPU of the 
electronic device. Polling may easily be implemented in software, or integrated in the memory 
card interface (access controller hardware). To minimize power consumption it should be 
ensured that polling is only performed when the electronic terminal is in an active state. Thus, if 
it is in a power saving state (sleep cycle), e.g. if a screensaver is running, polling should be 
paused. 

Another way of notifying card status changes could be using an event that is triggered when a 
card is removed or inserted. For that purpose a hardware trigger device could be used, e.g. some 
kind of switch being activated when inserting/removing a card. If the electronic device uses a lid 
to hide or protect the card slot, such a switch may be integrated in this lid mechanism. This way 
of detecting card status changes does not use any system resources and causes no additional 
power consumption. Also the removal is substantially instantaneously detected. But it is not as 
easy to implement because of the required hardware changes to the device. 
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It should be noted that the inventive method, though being particularly us and being 
described with respect to a removal of a memory card, may as well be applied to the insertion of 
a card. It may be advantageous to perform a clean-up procedure similar to the removal method of 
the invention prior to inserting a memory card, for example to provide the above mentioned 
predefined system status. If the user has started some (non-essential) programs before inserting 
the next memory card, it can be advantageous to clean up the system with the inventive method 
to provide the above mentioned clean, predetermined system status. This is especially useful in 
cases where the memory card to be inserted contains a game. Additionally a file system read may 
be triggered when inserting a memory card. 

While the inventive method aims at enabling the user to remove a memory card whenever he/she 
likes, it can though be useful to include an activity indicator. For example read/write accesses to 
the memory card can be displayed on a display of the electronic device, or indicated by a status 
LED. This enables the user to avoid removing the card when write accesses are not yet finished, 
to prevent possible file system corruption with read-write media. 

The method according to the invention is especially useful when prior known media eject 
functions (safe removal) shall be avoided, to improve usage comfort. However, it can be 
combined with such media eject functions. If the user performs the eject function it may occur 
that the user does not wait for the eject function to indicate that a removal is now safe. In such 
cases, or when there are programs that the eject function or program cannot terminate, so that the 
eject fails to release the medium in an appropriate time, the present invention can ensure a clean 
and operational system, when a medium is removed without waiting for the" eject function to 
finish. 

The aforementioned prior art method of using a certain "autorun" program stored on the memory 
card to handle necessary actions upon insertion or removal of the card has many disadvantages. 
Each memory card must be provided with such a program, in a compatible way, i.e. for example 
being stored in the same predefined directory on each card. It has to be loaded into the main 
memory of the device, otherwise the clean-up procedure to be performed upon removal of the 
card could not be performed if the card was improperly removed before the procedure was 
completed. So this prior art method wastes additional main memory of the device. It requires 
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changes to both the content of the card and the software of the electronic device, to ensure that 
the autorun program is called when necessary. 



The present invention utilizes a method and a device for hot-swapping of removable storage 
5 media that is robust, easy to implement, does not require changes to existing memory cards and 
little or no modifications to existing applications related to a refresh of the memory card state, 
even if they are using the memory card. The present invention can be used regardless of the 
specific type of memory card, and provides additional aforementioned advantages over the prior 
art. 



